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Abstract 

Confidentiality and security of health information are fundamental ethical, legal, and operational 

requirements in contemporary healthcare systems. The rapid expansion of electronic health records, 

laboratory information systems, administrative platforms, and health information exchanges has 

transformed the way patient data are created, accessed, and shared, while simultaneously increasing 

vulnerability to unauthorized disclosure, misuse, and cyber threats. Effective protection of health 

information therefore requires coordinated multidisciplinary collaboration rather than isolated technical 

or administrative interventions. This review examines confidentiality and security of health information 

through the collaborative roles of Health Information Management, Health Security, Health 

Administration, Nursing, Laboratory Services, and Medical Secretaries. It highlights how shared 

governance, integrated workflows, and role-specific accountability are essential to safeguarding patient 

information while maintaining data availability and integrity for safe, high-quality care. 

 

Introduction 

Confidentiality of health information has long been recognized as a cornerstone of ethical healthcare 

practice and a prerequisite for establishing trust between patients and healthcare professionals. Rooted 

historically in the Hippocratic tradition, confidentiality was initially conceptualized as a moral 

obligation binding individual physicians to protect information disclosed during the course of medical 

care. Over time, as healthcare delivery evolved from individual practitioner–patient encounters into 

complex, multidisciplinary, and institutionally governed systems, confidentiality expanded beyond a 

personal ethical duty to become a formalized legal, professional, and organizational responsibility 

(Rinehart-Thompson, 2020). Today, confidentiality is inseparable from patient autonomy, dignity, and 

informed participation in care, as patients are more willing to disclose sensitive information when they 

trust that their data will be handled responsibly and protected from inappropriate exposure. 

The digital transformation of healthcare has profoundly altered the context in which confidentiality and 

security must be maintained. The widespread adoption of electronic health records (EHRs), laboratory 

information systems (LIS), radiology platforms, billing and insurance databases, and interoperable 

 

 
R

ep
ri

n
t 

fr
o

m
 

 
 

 
 

 
 

 
 

 
 

 
 

 
 

 
T

h
e 

R
ev

ie
w

 o
f 

 D
IA

B
E

T
IC

 S
T

U
D

IE
S

 
 

http://www.diabeticstudies.org/


The Review of DIABETIC STUDIES 

Vol. 20 No. S3 2024 

 

WWW.DIABETICSTUDIES.ORG                                                                                                                   149 

health information exchanges has enabled rapid access to patient information across departments and 

institutions, improving continuity of care and clinical decision-making (Brennan et al., 2020). However, 

this same interconnectedness has dramatically expanded the number of users, systems, and interfaces 

through which health information flows, thereby increasing the risk of unauthorized access, accidental 

disclosure, data corruption, and cyberattacks. Unlike paper records, which were geographically limited 

and physically controlled, digital health information can be copied, transmitted, and accessed at scale, 

often in real time and across organizational boundaries. 

Healthcare data are uniquely sensitive and valuable, containing not only identifiers but also diagnostic 

information, genetic data, mental health records, infectious disease status, and social and behavioral 

details. Breaches of confidentiality therefore have consequences that extend beyond financial loss, 

potentially resulting in stigma, discrimination, psychological distress, and long-term erosion of patient 

trust (Smith & Maready, 2021). Moreover, breaches can compromise patient safety when data integrity 

or availability is affected, such as when laboratory results are misattributed, medication lists are altered, 

or critical systems are rendered inaccessible during cyber incidents. For these reasons, confidentiality 

and security are increasingly recognized not only as privacy issues but also as essential components of 

patient safety and quality of care. 

In response to these risks, regulatory frameworks and professional standards have established explicit 

requirements for protecting health information. Legal instruments such as the Health Insurance 

Portability and Accountability Act (HIPAA) and its Privacy and Security Rules in the United States, 

along with the General Data Protection Regulation (GDPR) in the European Union, mandate 

administrative, technical, and physical safeguards, enforce the principle of minimum necessary access, 

and require breach notification and accountability mechanisms (HIPAA, 2013; GDPR, 2018). 

Internationally, standards such as ISO/IEC 27001 and guidance from the National Institute of Standards 

and Technology (NIST) provide structured approaches to information security management and risk 

assessment (ISO, 2022; NIST, 2018). While these frameworks are essential, compliance alone does not 

guarantee effective confidentiality protection, particularly in complex healthcare environments where 

human behavior and workflow pressures play a decisive role. 

A critical challenge in protecting health information confidentiality lies in the multidisciplinary nature 

of healthcare work. Patient data are not handled solely by physicians or information technology staff 

but pass through multiple professional roles and operational contexts, including registration, scheduling, 

nursing documentation, laboratory testing, results reporting, administrative coordination, and record 

release. Health Information Management professionals oversee data governance, documentation 

standards, and release-of-information processes; health security teams design and maintain technical 

defenses against cyber threats; health administrators establish policies, allocate resources, and enforce 

accountability; nurses manage real-time clinical documentation and communication at the bedside; 

laboratory professionals generate and transmit highly sensitive diagnostic data; and medical secretaries 

handle high-volume administrative communications and information requests. Each of these roles 

represents both a point of protection and a potential vulnerability if confidentiality principles are not 

consistently understood and applied (AHIMA, 2019). 

Evidence suggests that many confidentiality breaches arise not from sophisticated cyberattacks but from 

routine operational failures, such as inappropriate internal access, shared login credentials, unattended 

workstations, misdirected communications, or inadequate verification of identity during information 

requests (Anderson et al., 2022). These incidents often reflect systemic issues—insufficient training, 

poorly designed workflows, conflicting priorities between efficiency and security, and lack of 

interprofessional coordination—rather than individual misconduct. Consequently, approaches that 

focus narrowly on technology or punitive enforcement are unlikely to succeed unless they are integrated 

with education, culture change, and collaborative governance structures that align confidentiality 

practices with daily clinical and administrative realities. 

Conceptually, effective protection of health information depends on understanding the interrelationship 

between privacy, confidentiality, and security. Privacy refers to the patient’s right to control how 

personal health information is collected, used, and disclosed. Confidentiality denotes the obligation of 

healthcare professionals and organizations to prevent unauthorized disclosure once information has 

been entrusted to them. Security encompasses the technical, administrative, and physical measures that 

protect data against unauthorized access, alteration, or destruction. These concepts are operationalized 

through the confidentiality–integrity–availability (CIA) triad, which emphasizes that health information 
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must be protected from improper disclosure, remain accurate and reliable, and be available to authorized 

users when needed for care (ISO, 2022). In healthcare, excessive restriction of access can be as harmful 

as insufficient protection, highlighting the need for balanced, risk-based approaches that support both 

security and clinical effectiveness. 

This review is grounded in the premise that confidentiality and security of health information are 

collective responsibilities that must be addressed through coordinated multidisciplinary collaboration. 

Rather than viewing privacy protection as a standalone compliance task, the review conceptualizes it as 

an integrated organizational function spanning governance, technology, professional practice, and 

culture. By examining the distinct yet interconnected roles of Health Information Management, Health 

Security, Health Administration, Nursing, Laboratory Services, and Medical Secretaries, this paper 

aims to illuminate how effective collaboration can reduce vulnerabilities, enhance patient trust, and 

support safe, high-quality healthcare delivery in an increasingly digital environment. 

 

2. Conceptual Framework of Confidentiality and Security of Health Information 

 

2.1 Defining Privacy, Confidentiality, and Security in Healthcare 

A clear conceptual distinction between privacy, confidentiality, and security is essential for effective 

health information governance, particularly within multidisciplinary healthcare systems where 

misunderstanding of these terms often leads to fragmented responsibility and inconsistent 

practice. Privacy refers primarily to the patient’s right to control how their personal health information 

is collected, used, and disclosed. This right is grounded in ethical principles of autonomy and respect 

for persons and is reinforced by legal frameworks that regulate lawful bases for data processing, 

consent, and patient access rights (GDPR, 2018; Rinehart-Thompson, 2020). Privacy is therefore 

normative and rights-based, focusing on what should be done with personal data. 

Confidentiality, in contrast, refers to the professional and organizational duty to protect patient 

information from unauthorized disclosure once it has been entrusted to the healthcare system. This 

obligation applies to all individuals who access health information, regardless of their clinical or non-

clinical role, including nurses, laboratory personnel, medical secretaries, administrators, and 

information management professionals. Confidentiality is embedded in professional codes of ethics, 

institutional policies, and legal mandates, and it directly influences patient trust and willingness to 

disclose sensitive information (American Nurses Association, 2015; AHIMA, 2019). Unlike privacy, 

which centers on patient rights, confidentiality centers on professional conduct and institutional 

accountability. 

Security encompasses the means by which privacy and confidentiality are operationalized in practice. 

It includes administrative safeguards (policies, training, audits), technical safeguards (authentication, 

encryption, access logging), and physical safeguards (secured areas, device control, paper record 

protection). Security is therefore instrumental, focusing on how information is protected against threats 

such as unauthorized access, data breaches, cyberattacks, and accidental loss (HIPAA Security Rule, 

2013; ISO/IEC 27001, 2022). In healthcare, security must be carefully designed to support clinical 

workflows, as overly restrictive controls may impede timely access to information and negatively affect 

patient safety. 

 

Table 1. Conceptual Distinction Between Privacy, Confidentiality, and Security 

Concept Core Focus 
Primary 

Responsibility 
Examples 

Privacy 
Patient rights and 

expectations 

Health Administration, 

HIM 
Consent, data minimization 

Confidentiality 
Professional duty to protect 

information 
All healthcare staff 

Appropriate disclosure, 

ethical conduct 

Security Safeguards and controls 
Health Security, IT, 

HIM 
Encryption, access controls 

Integrity 
Accuracy and reliability of 

data 

HIM, Laboratory 

Services 
Correct patient identification 
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Concept Core Focus 
Primary 

Responsibility 
Examples 

Availability Timely authorized access Administration, IT 
System uptime, disaster 

recovery 

Sources: AHIMA (2019); HIPAA (2013); ISO/IEC 27001 (2022) 

 

2.2 The Confidentiality–Integrity–Availability (CIA) Triad in Healthcare 

The Confidentiality–Integrity–Availability (CIA) triad is a foundational model for information security 

and is particularly relevant in healthcare due to the direct relationship between information quality and 

patient safety. Confidentiality ensures that health information is accessible only to authorized 

individuals and disclosed strictly on a need-to-know basis. In healthcare settings, breaches of 

confidentiality may arise from unauthorized chart access, misdirected laboratory results, overheard 

conversations, or improper handling of printed documents, often reflecting workflow pressures rather 

than malicious intent (Anderson et al., 2022). 

Integrity refers to the accuracy, completeness, and trustworthiness of health information. In healthcare, 

integrity failures can have immediate and severe clinical consequences, such as incorrect laboratory 

results, mismatched patient identifiers, altered medication orders, or incomplete documentation. 

Laboratory services and HIM professionals play particularly critical roles in maintaining data integrity 

through specimen labeling standards, result verification processes, and documentation audits (Plebani 

& Lippi, 2019). Integrity is therefore inseparable from patient safety and clinical effectiveness. 

Availability ensures that authorized users can access health information when needed for patient care. 

Unlike many other sectors, healthcare cannot tolerate prolonged system downtime without risking 

patient harm. Cyber incidents such as ransomware attacks have demonstrated how loss of availability 

can disrupt emergency services, delay diagnostics, and compromise care continuity (Miller & Miller, 

2023). Consequently, healthcare security strategies must balance strong access controls with 

redundancy, backup systems, and disaster recovery planning to maintain continuous availability. 

 

Table 2. Application of the CIA Triad Across Healthcare Functions 

CIA Element Healthcare Application Primary Disciplines Involved 

Confidentiality Prevent unauthorized access or disclosure Nursing, Medical Secretaries, HIM 

Integrity Ensure accuracy of records and results Laboratory Services, HIM 

Availability Ensure data access during care delivery Health Security, Administration 

Balance Security without workflow disruption All disciplines 

Sources: ISO/IEC 27001 (2022); NIST SP 800-53 (2020) 

 

2.3 Health Information Lifecycle and Points of Vulnerability 

Protecting confidentiality and security requires attention to the entire health information lifecycle, from 

data collection to final disposal. At the collection stage, risks include excessive data collection, incorrect 

patient identification, and inadequate privacy notices or consent processes. Nurses, medical secretaries, 

and registration staff play key roles at this stage, as errors in demographic data or identifiers can 

propagate throughout the system (AHIMA, 2019). 

During use and access, risks often arise from inappropriate internal access, shared credentials, 

unattended workstations, and documentation shortcuts driven by workload pressures. Nursing staff and 

clinicians are particularly exposed to these risks due to frequent system interactions in fast-paced 

environments. At the sharing and disclosure stage, vulnerabilities increase further, as information is 

transmitted through referrals, laboratory result reporting, insurance communications, and patient 

portals. Medical secretaries and laboratory services are central actors at this stage, where identity 

verification and secure communication channels are critical. 

Storage and retention introduce risks related to unsecured servers, cloud misconfigurations, 

unencrypted devices, and excessive retention of records beyond legal or clinical necessity. HIM 

professionals and health security teams are responsible for defining retention schedules and ensuring 

secure storage environments. Finally, disposal and destructionpose risks when paper records are 
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improperly discarded, devices are reused without secure wiping, or digital records are not fully deleted, 

potentially exposing residual data (HIPAA, 2013; NIST, 2018). 

 

Table 3. Health Information Lifecycle and Associated Risks 

Lifecycle Stage Key Risks Responsible Disciplines 

Collection Misidentification, over-collection Nursing, Medical Secretaries 

Use Unauthorized internal access Nursing, Clinicians 

Sharing Misdirected disclosure Laboratory, Administration 

Storage Cyber intrusion, data loss Health Security, HIM 

Retention Excessive data retention HIM, Administration 

Disposal Improper destruction HIM, Facilities 

Sources: HIPAA (2013); AHIMA (2019); NIST (2018) 

 

2.4 Rationale for a Multidisciplinary Governance Approach 

The complexity of healthcare information systems means that no single discipline can independently 

ensure confidentiality and security. Failures frequently occur at interfaces between roles, where 

assumptions differ regarding responsibility and authority. A multidisciplinary governance approach—

integrating Health Information Management, Health Security, Health Administration, Nursing, 

Laboratory Services, and Medical Secretaries—allows organizations to align policies, workflows, and 

safeguards with real-world practice. Evidence suggests that organizations with shared governance 

structures, role-specific training, and transparent audit mechanisms experience fewer breaches and 

demonstrate greater resilience to cyber incidents (ISO/IEC 27001, 2022; NIST CSF, 2018). 

 

3. Health Information Management (HIM): Central Pillar of Confidentiality and Security 

Governance 

3.1 Introduction to Health Information Management in the Context of Confidentiality 

Health Information Management (HIM) occupies a central and integrative position in the governance 

of confidentiality and security of health information. Unlike roles that interact with patient data 

episodically or within specific clinical workflows, HIM professionals oversee the entire health 

information lifecycle, from data creation and documentation standards to storage, access, disclosure, 

retention, and destruction. This end-to-end oversight positions HIM as a critical bridge between clinical 

practice, administrative operations, legal compliance, and information technology infrastructure. In 

modern healthcare systems characterized by digital interoperability and multidisciplinary data use, the 

effectiveness of confidentiality and security programs is closely linked to the strength and maturity of 

HIM governance structures (AHIMA, 2019; Rinehart-Thompson, 2020). 

Historically, HIM roles focused on paper record management, transcription, and coding. However, the 

digitization of healthcare has transformed HIM into a strategic discipline responsible for information 

governance, privacy oversight, and compliance assurance. HIM professionals now play a leading role 

in interpreting privacy laws and security regulations, translating them into operational policies that can 

be realistically implemented by nurses, laboratory staff, medical secretaries, and administrators. 

Without this translation function, confidentiality policies often remain abstract and disconnected from 

daily workflows, increasing the risk of unintentional violations and inconsistent practice (Brodnik et 

al., 2021). 

In the context of confidentiality, HIM serves as the institutional custodian of patient information, 

ensuring that data are used appropriately, disclosed lawfully, and protected consistently across 

departments. This custodial role is not merely administrative; it is ethical and clinical in nature, as 

inappropriate access or disclosure can directly undermine patient trust, compromise care continuity, and 

expose organizations to legal and reputational harm. Consequently, HIM is widely recognized as a 

foundational discipline in privacy and security programs within healthcare organizations (AHIMA, 

2019). 

 

3.2 HIM Responsibilities Across the Health Information Lifecycle 

http://www.diabeticstudies.org/


The Review of DIABETIC STUDIES 

Vol. 20 No. S3 2024 

 

WWW.DIABETICSTUDIES.ORG                                                                                                                   153 

One of the defining contributions of HIM to confidentiality and security lies in its comprehensive 

oversight of the health information lifecycle. At the data creation and documentation stage, HIM 

establishes documentation standards that ensure accuracy, completeness, and consistency. Poor 

documentation practices—such as ambiguous entries, copy-and-paste errors, or inconsistent 

identifiers—can create downstream confidentiality risks by increasing the likelihood of misattribution 

or inappropriate disclosure (Rinehart-Thompson, 2020). 

During data access and use, HIM professionals design and enforce role-based access control 

(RBAC) frameworks that limit information access to the minimum necessary for job performance. 

These frameworks are particularly important in multidisciplinary environments where nurses, 

laboratory staff, medical secretaries, and administrators require different levels of access to the same 

electronic health record. HIM works closely with health security teams to define access privileges, 

review access logs, and investigate anomalous or inappropriate access patterns, such as “curiosity 

viewing” or access to records without a treatment or operational relationship (HIPAA, 2013). 

In the data sharing and disclosure phase, HIM plays a critical role in managing release-of-information 

(ROI) processes. This includes verifying authorization, ensuring compliance with consent requirements, 

and determining what information can be disclosed to patients, family members, insurers, researchers, 

or external providers. Improper disclosure at this stage is a common source of confidentiality breaches, 

particularly when staff are unclear about legal boundaries or pressured by time constraints. HIM 

provides the legal and procedural expertise necessary to navigate these complexities safely (AHIMA, 

2019). 

At the retention and destruction stage, HIM ensures that health information is retained in accordance 

with legal, regulatory, and clinical requirements and securely destroyed when no longer needed. 

Excessive retention increases exposure to breaches, while premature destruction may violate legal 

obligations or compromise patient care. Secure destruction of both paper and electronic records is 

therefore a critical but often underestimated component of confidentiality protection (NIST, 2018). 

 

Table 4. HIM Responsibilities Across the Health Information Lifecycle 

Lifecycle Stage HIM Role Confidentiality Impact 

Documentation Set standards, ensure accuracy Prevent misidentification 

Access Define role-based privileges Limit unauthorized viewing 

Disclosure Manage ROI and consent Prevent unlawful sharing 

Retention Define retention schedules Reduce unnecessary exposure 

Destruction Ensure secure disposal Prevent residual data leaks 

Sources: AHIMA (2019); HIPAA (2013); Rinehart-Thompson (2020) 

 

3.3 HIM and Regulatory Compliance 

HIM professionals are primary interpreters and enforcers of privacy and security regulations within 

healthcare organizations. Laws such as HIPAA, GDPR, and equivalent national data protection 

frameworks establish high-level requirements but often lack operational specificity. HIM translates 

these requirements into policies, procedures, and training materials tailored to local workflows and 

professional roles (HIPAA, 2013; GDPR, 2018). 

For example, the HIPAA “minimum necessary” standard requires organizations to limit information 

access to what is needed for a given task. HIM operationalizes this principle by collaborating with 

nursing leadership, laboratory managers, medical secretaries, and administrators to define task-specific 

access profiles. Similarly, GDPR principles such as data minimization and purpose limitation are 

implemented through HIM-led documentation controls, retention policies, and disclosure review 

processes (GDPR, 2018). 
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HIM also coordinates compliance audits and supports incident investigations when potential breaches 

occur. By reviewing access logs, documentation trails, and disclosure records, HIM helps organizations 

determine whether an incident constitutes a reportable breach and what corrective actions are required. 

This role is essential for maintaining transparency, accountability, and continuous improvement in 

confidentiality practices (ISO/IEC 27001, 2022). 

 

3.4 Collaboration Between HIM and Other Disciplines 

HIM does not operate in isolation; its effectiveness depends on close collaboration with multiple 

disciplines. With health security teams, HIM aligns governance policies with technical safeguards, 

ensuring that access controls, encryption, and monitoring tools reflect real clinical and administrative 

needs. With health administration, HIM contributes to policy development, workforce training 

strategies, and organizational accountability structures. 

Collaboration with nursing is particularly critical, as nurses are among the most frequent users of health 

information systems. HIM provides guidance on documentation standards, appropriate access, and 

disclosure boundaries, while nursing feedback helps HIM adapt policies to high-pressure clinical 

environments. Similarly, collaboration with laboratory services ensures that result reporting, specimen 

identification, and LIS-EHR interfaces maintain both data integrity and confidentiality (Plebani & 

Lippi, 2019). 

HIM’s interaction with medical secretaries is equally important, given their role in registration, 

scheduling, correspondence, and ROI workflows. Clear protocols and training developed by HIM 

empower medical secretaries to handle high volumes of information requests without compromising 

confidentiality, particularly in telephone and front-desk interactions where identity verification is 

critical (AHIMA, 2019). 

 

Table 5. HIM Collaboration With Key Disciplines 

Discipline Collaboration Focus Confidentiality Benefit 

Health Security Access controls, audits Technical-policy alignment 

Administration Policy, compliance Organizational accountability 

Nursing Documentation, access Safe bedside practice 

Laboratory Result management Diagnostic integrity 

Medical Secretaries ROI, communication Controlled information flow 

Sources: AHIMA (2019); ISO/IEC 27001 (2022); Plebani & Lippi (2019) 

 

3.5 Common HIM-Related Confidentiality Risks and Mitigation Strategies 

Despite its central role, HIM is not immune to challenges and risks. Common issues include outdated 

policies that fail to reflect new technologies, insufficient staffing to manage audit and ROI workloads, 

and inadequate training for frontline staff. When HIM functions are under-resourced or marginalized, 

organizations may experience increased rates of unauthorized access, improper disclosure, and 

regulatory non-compliance (Brodnik et al., 2021). 

Mitigation strategies include strengthening HIM leadership representation in organizational 

governance, investing in continuous professional development, and integrating HIM more closely with 

quality and patient safety programs. Recognizing HIM as a strategic partner rather than a back-office 

function is essential for building resilient confidentiality and security systems. 

 

4. Health Security and Cybersecurity: Technical Safeguards, Threat Landscape, and 

Interdisciplinary Collaboration 

 

4.1 Introduction to Health Security in Modern Healthcare Systems 

Health security, particularly in its cybersecurity dimension, has become a central determinant of 

confidentiality, integrity, and availability of health information in contemporary healthcare systems. 
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While confidentiality has historically been associated with professional ethics and interpersonal 

discretion, the digitization of health records has repositioned confidentiality as a systems-level security 

challenge that requires specialized technical expertise alongside clinical and administrative awareness. 

Health security teams are responsible for protecting complex, interconnected digital infrastructures that 

support clinical care, laboratory diagnostics, administrative operations, and external data exchange. 

Their work directly underpins the ability of healthcare organizations to fulfill ethical and legal 

obligations related to patient information protection (NIST, 2018; ISO/IEC 27001, 2022). 

Unlike many other sectors, healthcare presents a uniquely demanding security environment. Health 

information systems must remain continuously available to support emergency care, critical 

diagnostics, and time-sensitive clinical decision-making, often operating 24 hours a day with minimal 

tolerance for downtime. At the same time, healthcare organizations typically employ large, diverse 

workforces with varying levels of digital literacy, frequent staff turnover, shared workstations, and high 

reliance on third-party vendors. These characteristics collectively increase the attack surface and 

complicate the implementation of conventional cybersecurity controls (Miller & Miller, 2023). As a 

result, health security cannot rely solely on rigid technical restrictions but must adopt adaptive, risk-

based strategies that align with real-world clinical workflows. 

 

4.2 Core Functions of Health Security in Protecting Health Information 

Health security encompasses a broad set of technical and organizational functions designed to prevent, 

detect, and respond to threats against health information systems. At the preventive level, health 

security teams implement controls such as network segmentation, firewalls, secure configuration 

management, encryption of data at rest and in transit, and strong authentication mechanisms including 

multi-factor authentication. These controls aim to reduce the likelihood that unauthorized users—

whether external attackers or internal actors—can gain access to sensitive health information (HIPAA 

Security Rule, 2013; NIST SP 800-53, 2020). 

At the detective level, health security teams deploy monitoring tools, intrusion detection systems, and 

log analysis platforms to identify suspicious activity. Continuous monitoring of system access is 

particularly important in healthcare, where legitimate access patterns are broad and dynamic. Advanced 

analytics and, increasingly, artificial intelligence–based tools are used to flag anomalous behaviors such 

as repeated access to records without a clinical relationship or unusual data transfer volumes, enabling 

early intervention before significant harm occurs (ISO/IEC 27001, 2022). 

At the responsive and recovery level, health security teams coordinate incident response plans that 

define roles, communication pathways, and technical actions during security events. These plans are 

essential for managing data breaches, ransomware attacks, and system outages, ensuring that patient 

care can continue safely while systems are restored and legal notification requirements are met. 

Effective incident response requires close coordination with HIM, health administration, legal teams, 

and clinical leadership to balance transparency, regulatory compliance, and operational continuity 

(NIST, 2018). 

 

Table 6. Core Health Security Functions and Objectives 

Security Function Primary Activities Confidentiality Impact 

Prevention Encryption, access control Reduce unauthorized access 

Detection Monitoring, log analysis Early breach identification 

Response Incident management Limit breach scope 

Recovery System restoration Maintain care continuity 

Sources: HIPAA (2013); NIST SP 800-53 (2020); ISO/IEC 27001 (2022) 

 

4.3 Cyber Threat Landscape in Healthcare 
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The healthcare sector has emerged as a prime target for cyber threats due to the high value of health 

data and the critical nature of healthcare operations. Ransomware attacks represent one of the most 

significant threats, as attackers exploit the urgency of clinical operations to pressure organizations into 

paying ransoms in exchange for system restoration. Such attacks can compromise not only 

confidentiality but also availability, delaying diagnostics, disrupting surgeries, and forcing diversion of 

emergency services (Miller & Miller, 2023). 

Phishing and social engineering attacks are also prevalent, exploiting human vulnerabilities rather than 

technical weaknesses. Healthcare staff, including nurses, medical secretaries, and administrative 

personnel, are frequent targets due to their heavy reliance on email, messaging systems, and external 

communication. Successful phishing attacks can lead to credential theft, unauthorized system access, 

and large-scale data breaches (Anderson et al., 2022). 

Insider threats, whether malicious or inadvertent, constitute another major risk. Authorized users may 

access information beyond their legitimate role out of curiosity, convenience, or misunderstanding of 

policies. In many reported healthcare breaches, inappropriate internal access rather than external 

hacking was identified as the root cause, highlighting the importance of access governance, training, 

and monitoring (AHIMA, 2019). 

 

Table 7. Common Cyber Threats in Healthcare and Their Impact 

Threat Type Description Primary Impact 

Ransomware System encryption for extortion Loss of availability 

Phishing Credential theft Unauthorized access 

Insider misuse Inappropriate internal access Confidentiality breach 

System misconfiguration Weak security settings Data exposure 

Sources: Miller & Miller (2023); Anderson et al. (2022); AHIMA (2019) 

 

4.4 Integration of Health Security With Clinical and Administrative Workflows 

A persistent challenge in healthcare cybersecurity is aligning technical safeguards with clinical and 

administrative workflows. Overly restrictive security controls may prompt staff to develop 

workarounds, such as sharing login credentials, disabling security features, or using unsecured 

communication channels, thereby undermining confidentiality. Health security teams must therefore 

collaborate closely with nursing leadership, HIM professionals, laboratory managers, and medical 

secretaries to design controls that are both effective and usable (ISO/IEC 27001, 2022). 

For example, shared workstations in clinical areas necessitate solutions such as rapid user switching, 

proximity-based authentication, or automated session timeouts rather than policies that assume 

exclusive device use. Similarly, laboratory systems that interface with EHRs require coordinated access 

control policies to ensure that results are visible to authorized clinicians without unnecessary exposure 

to non-essential users. These examples illustrate that health security is most effective when informed 

by multidisciplinary input rather than implemented in isolation. 

 

4.5 Collaboration Between Health Security, HIM, and Administration 

Health security teams rely on HIM to define data classification schemes, access requirements, and 

retention policies that inform technical control design. HIM’s understanding of information lifecycle 

and regulatory obligations ensures that security measures align with legal and ethical standards. 

Conversely, health security provides HIM with technical insights into system capabilities and threat 

dynamics, enabling more informed governance decisions (AHIMA, 2019). 

Collaboration with health administration is equally critical, as administrators control resource 

allocation, policy enforcement, and organizational priorities. Without administrative support, health 

security initiatives may suffer from insufficient funding, understaffing, or lack of authority to enforce 

controls. Administrators also play a key role in establishing a culture that values security and 
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confidentiality, framing them as enablers of safe care rather than obstacles to efficiency (Harrington & 

Gupton, 2020). 

 

Table 8. Interdisciplinary Collaboration in Health Security 

Partner Discipline Collaboration Focus Outcome 

HIM Data governance, access rules Policy–technology alignment 

Administration Resources, enforcement Sustainable security 

Nursing Workflow design Usable safeguards 

Laboratory System interfaces Secure diagnostics 

Medical Secretaries Communication security Reduced disclosure errors 

Sources: AHIMA (2019); ISO/IEC 27001 (2022); Harrington & Gupton (2020) 

 

4.6 Challenges and Future Directions in Health Security 

Despite advances in technology and standards, health security faces ongoing challenges related to 

workforce shortages, rapidly evolving threat vectors, legacy system constraints, and increasing reliance 

on third-party vendors and cloud services. Future directions include greater use of automation and 

artificial intelligence for threat detection, enhanced identity and access management solutions, and 

deeper integration of security considerations into system design and procurement processes (NIST, 

2018). 

Equally important is the continued emphasis on education and culture. Technical defenses alone cannot 

prevent breaches if staff are unaware of risks or feel unsupported in following security policies. Health 

security must therefore be embedded within a broader organizational commitment to confidentiality, 

patient safety, and ethical practice. 

 

5. Health Administration and Governance: Policy Leadership, Compliance, Training, and 

Accountability 

 

5.1 The Strategic Role of Health Administration in Confidentiality and Security 

Health administration provides the strategic, organizational, and cultural foundation upon which 

confidentiality and security of health information are operationalized. While Health Information 

Management defines data governance and health security implements technical safeguards, it is health 

administration that establishes authority, accountability, and sustainability for confidentiality programs 

across healthcare organizations. Administrators translate ethical imperatives and legal requirements into 

institutional policies, allocate resources for staffing and technology, and set expectations for 

professional conduct through leadership and enforcement mechanisms. Without strong administrative 

governance, confidentiality and security efforts risk becoming fragmented, underfunded, or 

inconsistently applied across departments (Harrington & Gupton, 2020). 

In modern healthcare systems, administrators must balance competing priorities, including patient 

safety, operational efficiency, financial sustainability, regulatory compliance, and workforce wellbeing. 

Confidentiality and security initiatives often intersect with each of these domains, sometimes creating 

tension—for example, when rapid patient throughput pressures conflict with thorough identity 

verification or when budget constraints limit investment in security infrastructure. Effective health 

administration recognizes confidentiality not as an ancillary compliance requirement but as a core 

organizational value that supports patient trust, quality of care, and institutional reputation (Rinehart-

Thompson, 2020). 

 

5.2 Policy Development and Organizational Governance 

A primary administrative responsibility in confidentiality and security is the development and 

maintenance of clear, comprehensive, and enforceable policies. These policies provide the formal 

framework that defines acceptable use of health information, access authorization, disclosure 

procedures, breach reporting, and disciplinary consequences for violations. Administrators must ensure 

that policies are aligned with applicable laws and standards, such as HIPAA, GDPR, and national data 
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protection regulations, while also being tailored to the organization’s specific services, workflows, and 

patient populations (HIPAA, 2013; GDPR, 2018). 

Effective governance structures often include privacy and security committees or information 

governance councilschaired or sponsored by senior administrators. These bodies bring together 

representatives from HIM, health security, nursing leadership, laboratory services, medical secretarial 

staff, legal counsel, and quality management. Through shared governance, administrators facilitate 

cross-disciplinary dialogue, resolve conflicts between policy and practice, and ensure that 

confidentiality considerations are integrated into organizational decision-making, including system 

procurement, service expansion, and workflow redesign (ISO/IEC 27001, 2022). 

 

Table 9. Administrative Governance Structures Supporting Confidentiality 

Governance Element Administrative Role Organizational Benefit 

Privacy Committee Appoint leadership, set agenda Cross-disciplinary alignment 

Policies & SOPs Approve and enforce Standardized practice 

Risk Management Oversee assessments Proactive threat reduction 

Incident Oversight Ensure reporting & response Regulatory compliance 

Sources: HIPAA (2013); ISO/IEC 27001 (2022); Harrington & Gupton (2020) 

 

5.3 Regulatory Compliance and Legal Accountability 

Health administrators bear ultimate responsibility for ensuring organizational compliance with privacy 

and security regulations. This includes oversight of compliance programs, coordination of audits, and 

management of legal and regulatory reporting obligations following data breaches. Administrators must 

work closely with HIM and legal teams to interpret regulatory requirements, assess organizational risk 

exposure, and implement corrective actions when deficiencies are identified (Rinehart-Thompson, 

2020). 

In the event of a confidentiality breach, administrators play a central role in determining notification 

obligations to patients, regulators, and other stakeholders. Transparent and timely communication is 

essential not only for legal compliance but also for maintaining patient trust and organizational 

credibility. Studies have shown that organizations with strong administrative leadership and clear 

breach response protocols recover more effectively from security incidents and experience less long-

term reputational damage (Anderson et al., 2022). 

 

5.4 Workforce Training and Organizational Culture 

Training and education represent one of the most influential administrative tools for protecting 

confidentiality and security of health information. Administrators are responsible for ensuring that all 

staff—including nurses, laboratory personnel, medical secretaries, contractors, and temporary 

workers—receive role-appropriate training on privacy and security principles. Effective training 

programs go beyond generic orientation sessions, incorporating real-world scenarios, discipline-

specific risks, and regular refresher modules to reinforce best practices (AHIMA, 2019). 

Equally important is the cultivation of an organizational culture that prioritizes confidentiality as a 

shared ethical commitment rather than a punitive compliance obligation. Administrators set the tone 

through leadership behavior, communication, and enforcement practices. Non-punitive reporting 

systems that encourage staff to report near-misses and potential vulnerabilities without fear of 

retribution are associated with stronger confidentiality outcomes and continuous improvement 

(ISO/IEC 27001, 2022). 

 

Table 10. Administrative Responsibilities in Workforce Training 

Training Component Target Audience Confidentiality Outcome 

Orientation All staff Baseline awareness 

Role-specific modules Nurses, Lab, Secretaries Reduced workflow errors 
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Training Component Target Audience Confidentiality Outcome 

Annual refreshers Entire workforce Sustained compliance 

Incident debriefs Affected teams Organizational learning 

Sources: AHIMA (2019); ISO/IEC 27001 (2022) 

 

5.5 Resource Allocation and Infrastructure Support 

Confidentiality and security initiatives require sustained investment in human resources, technology, 

and operational support. Administrators are responsible for ensuring adequate staffing of HIM and 

health security teams, funding for secure information systems, and maintenance of physical safeguards 

such as controlled access areas and secure storage facilities. Under-resourcing these functions can create 

systemic vulnerabilities that no amount of policy enforcement can compensate for (Harrington & 

Gupton, 2020). 

Administrative decisions regarding outsourcing, vendor selection, and system procurement also have 

significant confidentiality implications. Third-party vendors often require access to sensitive health 

information for system maintenance, billing, or analytics. Administrators must ensure that contracts 

include appropriate data protection clauses, audit rights, and breach notification requirements, aligning 

vendor practices with organizational confidentiality standards (GDPR, 2018). 

 

5.6 Collaboration With Clinical and Support Services 

Health administration serves as the coordinating hub that aligns confidentiality and security initiatives 

across clinical and support services. Administrators facilitate collaboration between HIM, health 

security, nursing leadership, laboratory management, and medical secretarial teams, ensuring that 

policies are feasible within operational realities. For example, administrative support is essential for 

implementing workflow changes that reduce confidentiality risks, such as redesigning registration 

processes to improve identity verification or investing in secure communication tools to replace 

informal messaging practices. 

By integrating confidentiality objectives into performance metrics, accreditation activities, and quality 

improvement programs, administrators reinforce the message that protecting health information is 

inseparable from delivering safe, patient-centered care (Anderson et al., 2022). 

 

6. Nursing and Confidentiality: Bedside Practice, Documentation, Communication, and Ethical 

Responsibilities 

 

6.1 Introduction: Nursing as the Frontline Guardian of Confidentiality 

Nursing occupies a uniquely influential position in the protection of confidentiality and security of 

health information because nurses interact continuously with patients, families, multidisciplinary teams, 

and health information systems across all stages of care. Unlike episodic clinical encounters, nursing 

practice is characterized by sustained presence at the bedside, frequent documentation, repeated 

handovers, and constant communication, making nurses both critical protectors of patient information 

and potential points of vulnerability if confidentiality safeguards are not effectively integrated into daily 

workflows. Ethical nursing practice has long emphasized confidentiality as an essential element of 

professional integrity and patient advocacy, reflecting the central role nurses play in preserving patient 

dignity, trust, and autonomy (American Nurses Association, 2015). 

In contemporary healthcare environments, nurses are among the most frequent users of electronic health 

records, accessing demographic data, clinical notes, medication orders, laboratory results, and care 

plans multiple times per shift. This high-volume interaction with health information systems occurs in 

fast-paced, high-acuity settings where time pressures, interruptions, and competing priorities are 

common. Consequently, maintaining confidentiality in nursing practice is not limited to adherence to 

abstract ethical principles but requires practical strategies that align security requirements with the 

realities of clinical care (Brennan et al., 2020). The nursing role thus exemplifies the intersection 

between ethical obligations, human factors, and system design in confidentiality protection. 

 

6.2 Nursing Documentation and Confidentiality in Electronic Health Records 
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Documentation is a core nursing responsibility and a central mechanism through which patient 

information is created, updated, and shared. Accurate and timely documentation supports continuity of 

care, clinical decision-making, and legal accountability; however, it also introduces confidentiality risks 

when documentation practices are rushed, inconsistent, or poorly aligned with system safeguards. 

Common risks include documenting under another user’s login, leaving workstations unattended while 

logged into the EHR, accessing records without a direct care relationship, or copying information into 

unsecured notes or personal devices (AHIMA, 2019). 

Nurses frequently document in shared clinical environments, such as wards, emergency departments, 

and intensive care units, where privacy screens, secure workstation placement, and automatic session 

timeouts are essential physical and technical safeguards. Nursing leadership and HIM professionals 

play a critical role in establishing documentation standards and reinforcing the principle of minimum 

necessary access, ensuring that nurses access only the information required for patient care. When 

documentation systems are poorly designed or overly burdensome, nurses may develop workarounds 

that inadvertently compromise confidentiality, highlighting the importance of involving nursing staff in 

system design and policy development (ISO/IEC 27001, 2022). 

 

Table 11. Common Nursing Documentation Risks and Mitigation Strategies 

Risk Description Mitigation Strategy 

Shared logins Multiple users using one account Individual credentials, audits 

Unattended sessions Logged-in workstations Auto-timeout, staff awareness 

Excessive access Viewing non-assigned patients Role-based access controls 

Informal notes Writing patient data externally Secure documentation tools 

Sources: AHIMA (2019); ISO/IEC 27001 (2022) 

 

6.3 Bedside Communication and Protection of Patient Privacy 

Beyond electronic documentation, nurses play a critical role in safeguarding confidentiality 

during verbal communication at the bedside. Clinical discussions involving diagnoses, test results, or 

treatment plans often occur in shared rooms, corridors, or open clinical spaces, increasing the risk of 

inadvertent disclosure to unauthorized individuals. Nurses must continuously balance the need to 

communicate effectively with patients and families against the obligation to protect sensitive 

information from being overheard (American Nurses Association, 2015). 

Strategies for maintaining bedside confidentiality include lowering voices, using private consultation 

areas when possible, verifying the identity and authorization of family members before sharing 

information, and being attentive to environmental factors such as curtains, doors, and proximity of other 

patients. These practices require situational awareness and ethical judgment rather than rigid rule-

following, underscoring the importance of professional training and reflective practice in nursing 

confidentiality (Brennan et al., 2020). 

 

6.4 Nursing Handover and Information Transfer 

Nursing handovers represent a high-risk moment for confidentiality breaches, as large volumes of 

sensitive information are exchanged under time constraints and often in semi-public environments. 

Structured handover tools, such as SBAR (Situation, Background, Assessment, Recommendation), 

have been shown to improve communication quality and reduce errors, but they must be implemented 

with confidentiality considerations in mind. Verbal handovers conducted at nursing stations or in 

corridors may expose patient information to unauthorized listeners if privacy safeguards are inadequate 

(Anderson et al., 2022). 

To mitigate these risks, healthcare organizations should support private or semi-private handover 

locations, reinforce policies regarding appropriate information sharing, and integrate electronic 
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handover tools that limit access to authorized users. Nursing leadership, in collaboration with HIM and 

health administration, plays a key role in designing handover processes that protect confidentiality while 

supporting safe care transitions. 

 

Table 12. Confidentiality Risks During Nursing Handover 

Handover Context Risk Recommended Control 

Verbal shift report Overheard information Private handover areas 

Written notes Unauthorized viewing Secure electronic tools 

Electronic summaries Excessive detail Minimum necessary principle 

Sources: Anderson et al. (2022); AHIMA (2019) 

 

6.5 Ethical Challenges and Professional Accountability in Nursing 

Nurses frequently encounter ethical dilemmas related to confidentiality, particularly when caring for 

vulnerable populations such as children, older adults, patients with mental illness, or individuals 

experiencing domestic violence. Situations may arise where sharing information appears necessary to 

prevent harm, yet disclosure may conflict with patient preferences or confidentiality obligations. Ethical 

frameworks emphasize that such decisions should be guided by professional judgment, institutional 

policy, and legal requirements, with documentation of rationale and consultation when appropriate 

(American Nurses Association, 2015). 

Professional accountability in nursing confidentiality is reinforced through codes of ethics, licensure 

standards, and organizational policies. However, a purely punitive approach to confidentiality violations 

may discourage reporting and learning. Evidence supports a just culture approach, in which nurses are 

encouraged to report near-misses and vulnerabilities, enabling organizations to address systemic causes 

rather than focusing solely on individual blame (ISO/IEC 27001, 2022). 

 

6.6 Collaboration Between Nursing, HIM, and Health Security 

Effective nursing confidentiality practices depend on close collaboration with HIM and health security 

teams. HIM provides guidance on documentation standards, access policies, and disclosure boundaries, 

while health security ensures that technical safeguards such as authentication, session timeouts, and 

monitoring support nursing workflows. Nursing input is essential to ensure that these safeguards are 

usable in high-acuity settings and do not inadvertently compromise patient care (Brennan et al., 2020). 

By participating in policy development, training design, and incident review processes, nurses 

contribute valuable frontline perspectives that strengthen organizational confidentiality programs. This 

collaborative approach reinforces confidentiality as a shared responsibility rather than an isolated 

nursing obligation. 

 

7. Laboratory Services and Confidentiality: Diagnostic Data Integrity, Result Reporting, and 

System Interfaces 

 

7.1 The Sensitivity of Laboratory Data in Healthcare Confidentiality 

Laboratory services occupy a uniquely critical position in the confidentiality and security of health 

information because laboratory data are both highly sensitive and clinically decisive. Laboratory results 

often include information related to infectious diseases, genetic conditions, toxicology, reproductive 

health, oncology, and chronic illnesses—data that, if disclosed inappropriately, may result in stigma, 

discrimination, psychological distress, or legal consequences for patients. At the same time, laboratory 

information directly influences diagnosis, treatment decisions, and patient outcomes, making data 

integrity and availability as essential as confidentiality (Plebani & Lippi, 2019). 

Unlike narrative clinical documentation, laboratory data are generated, processed, transmitted, and 

stored through highly automated systems. Laboratory Information Systems (LIS) interface continuously 
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with Electronic Health Records (EHRs), analyzers, middleware, and external reference laboratories. 

This complex technical ecosystem increases the risk of confidentiality breaches and integrity failures if 

access controls, interface configurations, and verification processes are inadequately designed or 

maintained. Consequently, laboratory confidentiality is not solely a technical issue but a 

multidisciplinary concern requiring coordination among laboratory professionals, Health Information 

Management, health security teams, clinicians, and administrators (ISO 15189, 2022). 

 

7.2 Laboratory Information Systems (LIS) and Confidentiality Controls 

Laboratory Information Systems serve as the central repository and processing platform for diagnostic 

data, managing test orders, specimen tracking, result validation, and result reporting. From a 

confidentiality perspective, LIS must implement role-based access controls that differentiate between 

laboratory technologists, pathologists, clinicians, nursing staff, and administrative users. Failure to 

restrict access appropriately may expose sensitive test results to individuals without a legitimate clinical 

or operational need (AHIMA, 2019). 

In addition to access control, LIS security depends on robust authentication mechanisms, audit logging, 

and secure interfaces with other systems. Audit logs are particularly important in detecting inappropriate 

access or result viewing, enabling organizations to investigate potential breaches and demonstrate 

regulatory compliance. Health security teams collaborate with laboratory leadership and HIM 

professionals to ensure that LIS configurations align with organizational privacy policies and regulatory 

requirements such as HIPAA and GDPR (HIPAA, 2013; GDPR, 2018). 

 

Table 13. Key Confidentiality Controls in Laboratory Information Systems 

Control Type Purpose Confidentiality Impact 

Role-based access Limit data visibility Prevent unauthorized viewing 

Audit logging Track system activity Detect inappropriate access 

Secure interfaces Protect data exchange Prevent interception 

Authentication Verify user identity Reduce misuse risk 

Sources: AHIMA (2019); HIPAA (2013); ISO 15189 (2022) 

 

7.3 Specimen Identification, Labeling, and Data Integrity 

Confidentiality in laboratory services is closely intertwined with data integrity, particularly during 

specimen identification and labeling. Errors at this stage—such as mislabeled specimens, incorrect 

patient identifiers, or mixed samples—can lead to misattribution of results, potentially exposing one 

patient’s information to another and resulting in serious clinical harm. Laboratory professionals bear 

primary responsibility for ensuring accurate specimen handling, but these processes also depend on 

accurate information provided by nursing staff and medical secretaries during registration and order 

entry (Plebani & Lippi, 2019). 

Standardized patient identification protocols, barcode labeling systems, and double-check procedures 

are widely recommended to reduce these risks. From a confidentiality standpoint, integrity failures 

constitute indirect breaches, as patients may receive or be exposed to information that does not belong 

to them. Consequently, laboratory quality management systems, such as those outlined in ISO 15189, 

explicitly integrate confidentiality and data protection into specimen management and result validation 

processes (ISO 15189, 2022). 

 

7.4 Result Reporting and Disclosure Risks 

The result reporting stage represents one of the highest-risk points for confidentiality breaches in 

laboratory services. Laboratory results may be released through multiple channels, including EHR 

dashboards, patient portals, printed reports, telephone communication, and electronic transmission to 
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external providers. Each channel introduces specific risks, such as premature release of sensitive results, 

misdirected communications, or disclosure to unauthorized individuals (AHIMA, 2019). 

Policies governing result release must clearly define who is authorized to view and communicate 

laboratory results and under what conditions. For example, highly sensitive tests—such as HIV status, 

genetic testing, or drug screening—may require additional safeguards, delayed portal release, or direct 

clinician communication. HIM professionals and administrators collaborate with laboratory leadership 

to define these policies, while nursing staff and medical secretaries must be trained to follow appropriate 

disclosure protocols (GDPR, 2018). 

 

Table 14. Confidentiality Risks in Laboratory Result Reporting 

Reporting Channel Risk Mitigation Strategy 

EHR dashboards Excessive access Role-based visibility 

Patient portals Premature disclosure Delayed release rules 

Printed reports Physical exposure Secure printing 

Telephone results Identity errors Verification protocols 

Sources: AHIMA (2019); GDPR (2018); HIPAA (2013) 

 

7.5 External Laboratories and Data Sharing 

Many healthcare organizations rely on external or reference laboratories for specialized testing, 

introducing additional confidentiality and security considerations. Data sharing with external 

laboratories requires secure transmission channels, clear data-sharing agreements, and defined 

responsibilities for data protection. Health administrators and HIM professionals play a critical role in 

ensuring that contracts with external laboratories include confidentiality clauses, audit rights, and 

breach notification obligations consistent with organizational standards and regulatory requirements 

(ISO/IEC 27001, 2022). 

From a laboratory perspective, coordination with external partners must ensure that patient identifiers 

are minimized, data are transmitted securely, and result reporting follows agreed-upon confidentiality 

protocols. Failure to manage these relationships effectively can result in breaches outside the 

organization’s direct control, complicating accountability and remediation efforts. 

 

7.6 Collaboration Between Laboratory Services and Other Disciplines 

Effective laboratory confidentiality depends on close collaboration with multiple disciplines. Nursing 

staff play a key role in specimen collection and patient identification; HIM professionals oversee 

documentation standards, retention, and disclosure policies; health security teams secure LIS 

infrastructure and interfaces; medical secretaries manage communication and scheduling related to 

laboratory testing; and health administrators provide governance and resources. When collaboration is 

weak, gaps emerge at interfaces between these roles, increasing the risk of confidentiality and integrity 

failures (Anderson et al., 2022). 

Interdisciplinary training, shared protocols, and joint incident reviews are effective strategies for 

strengthening collaboration and promoting a shared understanding of confidentiality responsibilities 

across laboratory workflows. 

 

Table 15. Interdisciplinary Collaboration in Laboratory Confidentiality 

Discipline Contribution Confidentiality Benefit 

Nursing Accurate specimen collection Prevent misidentification 

HIM Disclosure & retention policies Legal compliance 
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Discipline Contribution Confidentiality Benefit 

Health Security LIS protection Cyber resilience 

Medical Secretaries Secure communication Reduced misdirection 

Administration Governance & contracts Accountability 

Sources: Anderson et al. (2022); ISO 15189 (2022) 

 

7.7 Challenges and Emerging Issues in Laboratory Confidentiality 

Emerging challenges in laboratory confidentiality include increased use of genetic and molecular 

testing, integration of point-of-care testing devices, and expanding patient access to results through 

digital portals. While these developments enhance patient engagement and diagnostic capability, they 

also raise complex confidentiality and ethical issues related to consent, result interpretation, and 

secondary data use. Addressing these challenges requires ongoing collaboration between laboratory 

professionals, clinicians, HIM, and administrators to ensure that confidentiality safeguards evolve 

alongside technological innovation (Plebani & Lippi, 2019). 

 

8. Medical Secretaries and Confidentiality: Administrative Workflows, Communication, and 

Identity Verification (Concise) 

Medical secretaries play a critical yet often underrecognized role in safeguarding confidentiality and 

security of health information because they operate at the front lines of administrative data flow. Their 

responsibilities—patient registration, appointment scheduling, referral coordination, correspondence, 

insurance communication, and release-of-information support—place them in frequent contact with 

sensitive demographic and clinical data. Although medical secretaries are not primary clinical decision-

makers, the volume and frequency of information they handle create significant confidentiality risk if 

workflows, training, and verification processes are inadequate (AHIMA, 2019). 

A central confidentiality challenge in medical secretarial work is identity verification, particularly 

during telephone and front-desk interactions. Requests for information may come from individuals 

claiming to be patients, family members, or external providers, often under time pressure. Without 

standardized verification protocols, secretaries may inadvertently disclose information to unauthorized 

parties. Best practice emphasizes multi-factor identity verification (e.g., full name plus date of birth or 

unique identifiers) and strict adherence to authorization rules before any disclosure, regardless of 

perceived urgency (HIPAA, 2013; Rinehart-Thompson, 2020). 

Medical secretaries are also heavily involved in information transmission, including referrals, 

appointment confirmations, result notifications, and administrative messaging. Misdirected emails, 

unsecured faxing, improper use of messaging platforms, and unattended printed documents represent 

common sources of accidental disclosure. These risks are amplified in high-throughput environments 

where efficiency is prioritized. Consequently, confidentiality protection in this role depends on clear 

policies, secure communication tools, and practical training aligned with daily administrative realities 

rather than abstract legal language (ISO/IEC 27001, 2022). 

Collaboration with Health Information Management is essential, as HIM defines release-of-information 

rules, documentation standards, and retention requirements that guide secretarial practice. Likewise, 

coordination with health administration ensures that staffing levels, workload expectations, and 

performance metrics do not unintentionally encourage confidentiality shortcuts. When medical 

secretaries are included in privacy governance, training programs, and incident reviews, organizations 

demonstrate lower rates of administrative disclosure errors and stronger overall confidentiality culture 

(Anderson et al., 2022). 

 

Table 16. Key Confidentiality Risks and Controls in Medical Secretarial Practice 

Workflow Area Common Risk Primary Control 

Phone inquiries Unauthorized disclosure Identity verification protocol 
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Workflow Area Common Risk Primary Control 

Scheduling & referrals Excessive data sharing Minimum necessary principle 

Printed documents Physical exposure Secure printing & disposal 

Electronic messages Misdirection Approved secure channels 

Sources: AHIMA (2019); HIPAA (2013); ISO/IEC 27001 (2022) 

 

Conclusion 

Confidentiality and security of health information are fundamental to ethical healthcare practice, patient 

safety, and public trust, particularly within increasingly digital and interconnected health systems. This 

review demonstrates that effective protection of health information cannot be achieved through isolated 

technical measures or single-discipline responsibility; rather, it depends on coordinated 

multidisciplinary collaboration across Health Information Management, Health Security, Health 

Administration, Nursing, Laboratory Services, and Medical Secretaries. Each discipline contributes 

distinct yet interdependent functions that collectively safeguard the confidentiality, integrity, and 

availability of patient data throughout the health information lifecycle (AHIMA, 2019; Rinehart-

Thompson, 2020). 

Health Information Management provides the governance framework that translates legal and ethical 

requirements into operational policies, access controls, and disclosure practices, while health security 

ensures technical resilience against evolving cyber threats and system vulnerabilities (HIPAA, 2013; 

ISO/IEC 27001, 2022). Health administration anchors these efforts through leadership, policy 

enforcement, resource allocation, and the cultivation of an organizational culture that prioritizes 

confidentiality as a core value rather than a regulatory burden (Harrington & Gupton, 2020). At the 

point of care, nursing practice embodies confidentiality through documentation, bedside 

communication, and handovers, directly influencing patient trust and safety (American Nurses 

Association, 2015). Laboratory services protect highly sensitive diagnostic data, where breaches of 

confidentiality or integrity can result in immediate clinical harm (Plebani & Lippi, 2019), while medical 

secretaries manage high-volume administrative communications and identity verification processes that 

represent frequent points of vulnerability if inadequately governed (AHIMA, 2019). 

The evidence reviewed highlights that many confidentiality breaches arise from systemic weaknesses—

such as poorly designed workflows, insufficient training, and misaligned organizational priorities—

rather than deliberate misconduct. Consequently, sustainable confidentiality and security programs 

must integrate human factors, workflow design, and continuous education alongside technical 

safeguards and regulatory compliance (NIST, 2018; Anderson et al., 2022). Future efforts should focus 

on strengthening interdisciplinary governance, leveraging emerging technologies responsibly, and 

fostering a just culture that encourages reporting, learning, and continuous improvement. 

In conclusion, confidentiality and security of health information should be understood as dynamic, 

shared responsibilities embedded within everyday healthcare practice. By embracing collaborative 

governance and aligning ethical, administrative, clinical, and technical perspectives, healthcare 

organizations can more effectively protect patient information while supporting safe, efficient, and 

patient-centered care in the digital era. 
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